Javian Anderson

Senior IT Security Specialist

© Kingston, Jamaica @ javian99anderson@gmail.com ¢ https://andersonja.tech

Skills SentinelOne Incident Response Digital Forensics
Proofpoint Security Information and Identity & Access
Event Management Management
Experience Digicel Group June 2024 - Present
Senior I.T Security Delivery Specialist Kingston, Jamaice

e Oversee email security gateway, configure rules, and assess email-related incidents.
e Lead annual security awareness training for 5000+ employees.

* Monitor digital channels for lookalike domains, impersonation, and social media
threats.

e Lead phishing simulations and tailored training for high-risk employees to boost
resilience against phishing.

e Optimize SIEM to reduce false positives and improve coverage.

e Support digital forensics efforts, assisting in data extractions and system reviews for
investigations.

e Track and oversee the team's security objectives; KPIs, BAU tasks and ad-hoc initiatives,
facilitating progress and ensuring timely resolution.

Digicel Group August 2022 - May 2024
Security Operations Specialist Kingston, Jamaica

¢ Deployed and managed EDR, securing 10,000+ endpoints with 98% effectiveness.

e Improved security posture and incident response through automation in EDR threat
detection.

e Contributed to SIEM deployment, enhancing proactive threat monitoring and response.

e Efficiently managed security tickets and collaborated on EDR tickets for effective threat

mitigation.
* Led encryption vulnerability remediation, reducing risks and enhancing organizational

resilience.
Education University of The West Indies, Mona August 2018 - July 2022
Computer Science Major, Economics Minor Bachelors of Science

e The Fraternity of The Mighty Veterans; Member

Certifications Certified in Cybersecurity AWS Certified Cloud CompTIA Network+
ISC2 Practitioner CompTIA
Amazon Web Services

Leadership « Deputy Hall Chairman, Irvine Hall, UWI Mona, 2021/2022
e Male Sports Representative, Irvine Hall, UWI Mona, 2020/2021
e Block Representative, Block E, Irvine Hall, UWI Mona, 2019/2020
¢ School's Challenge Quiz Captain, Titchfield High School, 2018
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